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For the purposes of this Research Design Plan, the term Social Media
 Arabic

(SMA), refers to
the way in which spoken Arabic dialects are typed using the full keyboard in a social media
rendering of words, which may include letters, numbers, and punctuation.

Difficulty with Arabic and Machine Learning.
SMA is the uniting language and the Arabic script is the uniting “script,” but as people move to
social media and look to quickly type, they are moving to a social media arabic (or SMA) and
the SMA is pronunciation based, and therefore has multiple spellings within a dialect, much less
across dialects.
Example: baa, which can be spelled in different ways as ba2a, b2a, b'a. This word indicates
Egyptian, so may not even be used in other dialects.
The difficulties with Arabic and machine learning are surmountable, but need to be enumerated.
 The same word used in different dialects can may have different meanings. Therefore,
we anticipate that it will be necessary to create and train classifiers by dialect, so as to
identify words in context.
 The same word, within the same dialect, can have many variations on spelling. In
English, we can use roots, stems and a few standard spelling changes (changing a y to
an i, or vice versa). These are not yet spelled out for SMA, but perhaps with machine
learning we can categorize these spelling variations. For example, baa is also written as
b2a, indicating the “two a’s”. At other times, the number represents a character or a
sound (like in English how gr8 is “great”), so this rule is not consistent. (That is, numbers
don’t only mean to repeat a letter that many times.)

Zenti System Overview
Combining human contextual pattern recognition with machine intelligence, the Zenti system is
able to categorize information into subject matter classes, understand communication in context
and identify human emotion and intent. The Zenti system is designed for realtime and archived
data processing with a highly scalable architecture to process any volume of data, in any
language. Using a unique tokenization methodology to weight, score and classify each item of
text, the Zenti system calculates 'how much' the underlying text relates to a predefined classifier
of interest. The scores are measured in decibels and the more the text is about a class, the
'louder' the result.

The Zenti system is well positioned to process Social Media Arabic, and we already have an
extensive development and testing process underway:
Design → Development → System Validation → Deployment → Identification of Deviants →
Verification of Deviants → Monitoring of Deviants → Intervention
(1) We have very successfully used this process for identifying deviants, specifically in
identification of “people demonstrating suicidal behaviors”.
(2) This has been successful with suicidal behaviors because there is an extensive amount
of research around suicide and welldefined risk factors which provided concrete
language objectives, making the Design phase very focused.
(3) The identification of CVE follows a nearly identical process to the solution we developed
for identifying and targeting Suicidal behaviors.

(4) The primary difference for CVE will be in the Design phase, namely in the type of
language and behaviors we are looking for online. To explain the process for CVE, we
have used the Suicide behaviour work we’ve done to provide context.
(5) Whilst the process will be described in English, our work in Arabic can be viewed in the
appendix.

Walk through of Zenti Process in the context of Suicide
Design. Working closely with Dr. Joe Franklin, his team was able to state the varying language
constructs that are red flags for suicidal behaviors.
 While we did have success in defining large classes to identify suicidal behavior (like the
early classes based on suicide notes), Dr. Franklin wanted more narrow and subtle
classifiers to allow him to test contributions of various factors.
 For example, how someone talks about “Hopelessness” is different than how they talk
about “Suicide Ideation,” and by separating those two ideas, he will be able to determine
levels of how AtRisk someone is.
 Another benefit to creating narrowly defined classifiers along constructs, is that it
eliminates more incorrect samples, that is people who may have said a phrase that is a
mashup of several constructs but is actually meaningless in our context.



For CVE: We could build general classes (e.g., suicide notes of extremists). We may
also decide to finely partition the types of language used (e.g., hate speech, logistics
planning).

Development. The process of creating classifiers is done through the Zenti Training tool, which
is a quickly learned app, developed for subject matter experts (SME’s), who don’t have to be
programmers.
 We have developed a best practices process to easily guide SME’s through the Zenti
Training process so that they are efficiently developing classifiers and getting feedback
on the performance.
 For CVE: All of the training will be done in Arabic, by an Arabic language speaker.
System Validation. The Zenti system automatically tests the classifier for accuracy, precision
and robustness. This is based on backend algorithm tokenization and kfold validation. The
system validation phase is used to determine the performance of the classifier as it is trained by
the SME. If we find that there are problems with a classifier’s performance, we reengage on the
content (typically on the scope of it being too broad or too narrow).
Deployment. Once a classifier has been sufficiently trained, it is deployed to process the live
Twitter feed (or any other feed), where the SME can verify and check the incoming data via the
Zenti monitoring User Interface.
Identification of Deviants. An SME will review samples that the algorithm finds and flag those
that should have further review.
Verification of Deviants. For those individuals who are flagged, the SME can retrieve and
score the person’s history against a constellation of behavioural classifiers to determine this is
an isolated tweet, or if this is a pattern.
 This process can also be automated, so that any single tweet that is flagged, the user
history is automatically pulled back and scored.
Monitoring of Deviants. Using a watch list and aggregate behavioural score, SME’s can
continue to monitor individuals who have highscoring Tweet histories.
 Depending on SME requirements and use case, an analytical dashboard could be
created for long term monitoring (any changes to a person’s status, including location,
recent posts, changes to profile, etc.).
Intervention. Depending on the severity of the identified user, there are a number of options
that can be used for intervention:
To date, We have developed dashboards for semiautomating the intervention process.
 For other clients, intervention has been a the ability to create and send a Tweet with text,
an image, and a URL.








The text has several options prewritten, but any can be edited, or a new one fully
rewritten on the spot.
The images typically have a set of several preloaded to choose from (or you can choose
to omit an image).
The URL’s take people to a game that is intended to help change their view of
selfimage. The URL’s can be rerouted so that we can track when they have been
clicked.
For CVE: Intervention may not be online, but may be turning an individual over to law
enforcement.
In the case of deradicalization, we envision combining the methodologies used for
psychological profiling of deviant human behaviour with modern day techniques for
social media marketing and targeting.

A few key points to note regarding the development and ownership:
 The Zenti system is a licence technology that is easy to setup and use, and can run on
its own independent stack for those who would like to own and use the data.
 We provide the tools and SME training on how to develop the classifiers. This enables
the SME to analyze and process data as their need develops.
 Data can be reviewed, maintained, and stored outside of Zenti. That is, w
 e provide the
tools, but do not need to see the data after collection, nor keep our own records of that.
 Methods of intervention are specific to the context, but if it is o
 nline intervention (e.g.,
reaching out to those identified with a text or advertisement), then Zenti can develop
tools to semiautomate or automate that process.

How This Will Be Different for CVE
Deviant Identification has been successful for identifying s uicidal behaviors because the
academic literature on the subject carefully spells out the constructs and even language
patterns associated with suicide in the US.
That is, if we know what deviants are talking about, then we can find them.
Because the literature on CVE seems less mature than in suicide, we would propose building
several classifiers, and then reviewing each to determine whether it correlates to deviant
behavior.

Work in Arabic to Date
Zenti’s system is based on tokenization that is built from characters, words, and the order of
words and groups of words in relation to one another. That is, the system doesn’t care whether
the characters are Roman, Chinese characters, or Arabic script. A classifier can be trained to
identify any combination, so languages can be mixed as well, like French and Arabic, and
distinctions can be trained between Modern Standard Arabic and Gulf Arabic.

Zenti created two classifiers in Arabic to identify:
(1) financial/economic headlines, and
(2) headlines announcing disaster (natural or manmade).
Both of these classifiers were trained using mainstream Arabic news providers publishing their
headlines to Twitter. The results in the Zenti system show a consistent level of accuracy for the
two classifiers.
Arabic Finance

Arabic Disaster

Validation and verification regarding identification of Arabic sentiment is currently underway. A
review of this work will be included as an appendix to this summary.

Planned Future Classifier Development and Testing
We would be interested in working with SME’s to further develop this list, but a first attempt at
behaviors/language of interest is below:






Suicide ideation
Violence Ideation
Religious Proselytizing
Hate speech
Event Preparation (for this, we would begin with the a
 ctive shooter categories for
language, see the example on Knowledge Mapping. How would this be adjusted for
CVE?)

Previous claims about natural language processing in Arabic are overstated. To demonstrate
that Zenti understands this and is creating a more accurate machine, we propose development
of classifiers and testing of classifiers as detailed in this separate document.

