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Challenge
One of the biggest challenges within organisations today is the ability to effectively
monitor and analyse communication flow. The sheer volume of information, expanding
sources of data, use of multiple languages and evolving slang, makes it increasingly
difficult for institutions to identify and act on concerning, unacceptable, suspicious,
coercive or risky behaviours.
Evidence of the inability of major institutions to deal with this problem is rife, and given
the media exposure and aggressive stance regulators are taking in making companies
accountable, the need to find an effective solution is greater than ever.
With data volumes surging and language subtleties continuously evolving,
understanding the context of data is the next generation in search optimization and data
harnessing. Being able to process, understand and surface actionable content in real
time is the future of big data analysis.
Zenti Technology
Zenti powerfully combines human contextual pattern recognition with machine
intelligence. The result is a tool capable of understanding communication in context,
categorizing information in subject matter classes, and identifying both sentiment and
intent. Zenti can do this in realtime, on any volume of data and in any language.
Zenti Methodology
Zenti uses a unique tokenization methodology to weight, score and classify each item of
text so as to calculate 'how much' the underlying text relates to a predefined classifier of
interest. The scores are measured in decibels and the more the text is about a class,
the 'louder' the result. Scores are normalized and range between 0 – 100.
To demonstrate the power of the Zenti tool set in a specific case, we looked to the
publicly available Enron email data. Enron’s downfall was fast and supposedly
unexpected. Below, we demonstrate that with just one classifier, we can identify a
behavioural change in language used by major players in Enron’s downfall.
Defining a Classifier
Classifiers can be developed for any key construct, often a proxy indicator for a person’s
behavior, recent life events, or even opinions and ideology. For this case study, we
developed the 
Obscenity Classifier, 
a broad based classifier which is useful in detecting
obscenities of multiple languages or slang, as well as insinuation, racial and sexual slurs.
This classifier also provides a simple means to show the detection of subtlety in
language that typical keyword and fuzzy search algorithms cannot.
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Analysing Obscenity in the Enron Emails
Our objective is to identify the number of emails that contained ‘Obscenity’ and to rank
and score the outputs by user.
Data
For this case study, we selected public domain data from Enron Corporation (originating
from the 
Federal Energy Regulatory Commission Enron Investigation
), which is widely
accepted as the industrystandard, reference data set of electronically stored information
(ESI). The data provided by Electronic Discovery Reference Model (EDRM) is comprised
of Enron email messages and attachments within Outlook PST files, organized in 32
zipped files, which equates to 18GB of data or 687,354 individual emails.
Data Processed:
Time to Process:
Counts of Obscenity:
Margin of Error:

687,354 individual emails
4.6753 seconds
11,257
0.0013%

Top 25 Offensive Emails
Using the Zenti classifier, 11,257 of the Enron emails were identified as containing
obscenity. Specific data (e.g., sender, recipient, date/time stamp) was retrieved from
each email to provide more insight into the Obscenity, and this enabled easy ranking of
the most offensive emails, summarized in Table 1.

Table 1.
A ranking of the 25 highest scoring emails using the Obscenity classifier.
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Highest Offenders
Of the 11,257 emails which scored as obscene, by tallying emails by sender, we could
rank the highest offenders (Table 2).

Table 2. Top 25 senders of obscene emails, based on tally of emails that were ranked as obscene by the
Zenti classifier.

Implications
Both the review of high scoring obscene emails, and the rank of those who sent the
highest numbers of obscene emails would serve as an indicator of a change in
language, and thusly we can assume a change in behavior.
There were over 600,000 emails, and less than 2% would have served as red flags for
anyone reviewing emails. The simple calculations around this one company and the
volume of email generated demonstrates the need for intelligent software which can
detect changes in normal patterns, but that then presents the data for review by people.

Created 06/2013

3

Individual Profile: Matthew Lenhart
Review of obscene emails in total, and then by individual serve as indicators for further
investigation. A quick review of Matthew Lenhart, allows for more analysis of the email
data:
 Mr. Lenhart sent 7753 emails from 10 August 1999 to 21 November 2001.
 948 of these emails contained obscenity.
 25% of Obscene emails were sent on a Monday (16% on a Friday)

Figure 3
. Email profile of obscene emails sent by Mr. Lenhart.

Executive Profile: Kenneth Lay
Kenneth Lay (former Founder of Enron) did not use any obscenity in the emails that he
sent, but interestingly, as the situation at Enron deteriorated over time, the number of
emails he received containing obscenity increased both in volume and degree of
obscenity.
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Figure 4
. Email profile of obscene emails received by Mr. Lay

Table 5
. Table of highest scoring obscene emails sent to Mr.Lay.

Summary. Zenti has demonstrated that a trained classifier would have been able to
indicate these behavioural changes in language. Obscenity is a single dimension of
classification, and we recommend future monitoring programs create a constellation of
classifiers to capture a wider variety of concerns related to white collar crime.
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